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ABSTRACT 

 
ARTICLE INFO 

Online reviews are often the primary factor in a customer’s decision to purchase a 

product or service, and are a valuable source of information that can be used to 

determine public opinion on these products or services Now-a-days not only users but 

organizers also consider opinions as their main impact factor in manufacturing 

product or service. Opinion of user is very important for business. Because of opinion 

of actual user further consumers should think to use that resource. In Business, 

opinion review has great impact to economical bottom line. Reliance on online reviews 

gives rise to the potential concern that wrongdoers may create false reviews to 

artificially promote or devalue products and services. This practice is known as 

Opinion (Review) Spam, where spammers manipulate and poison reviews (i.e., 

making fake, untruthful, or deceptive reviews) for profit or gain. Since not all online 

reviews are truthful and trustworthy, it is important to develop techniques for 

detecting review spam. By extracting meaningful features from the text, it is possible 

to conduct review spam detection using various machine learning techniques. In our 

survey we are going to study the different semi-supervised learning algorithms for 

finding out these spam reviews  and ensemble method for multiclass and multilabel 

text categorization. 
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I. INTRODUCTION 

As with more consumers using online opinion reviews 

to inform their service decision making, opinion reviews 

have an economical impact on the bottom line of businesses. 

Opinion spamming is becoming more sophisticated and, in 

some cases, organized, due to the potential to profit from 

such activities. For example, some businesses reportedly 

recruited online users such as professional fake review 

writers to post fake opinions. These opinions can be used to 

market and promote a particular business, spread rumors 

and damage the reputation of a competing business, or 

influence online users opinions and views about a particular 

topic.[1] 

Machine learning attempts to tell how to automatically 

find a good predictor based on past experiences. we‟re 

going to look at some of the significant results from 

machine learning. One goal is to learn some of the 

techniques of machine learning, but also, just as significant 

we are going to get a glimpse of the research front and the 

sort of approaches researchers have take toward how to 

increase the classification accuracy in online deceptive 

review detection by solving the problem of multiclass and 

multilabel text categorization using ensemble method 

Machine learning has three approaches the tradition one 

is supervised and unsupervised. Supervised learning has 

been traditionally used to detect fake reviews, supervised 

learning approaches suffer from several limitations. For 

example, unless one can be assured of the ``quality'' of the 

reviews used in the training dataset, we will have a garbage-

in-garbage-out situation. In addition, the amount of labelled 

data points used to train the classifier can be difficult to 

obtain and update, given the dynamic nature of online 

reviews[2] 

              Some limitations in supervised learning methods 

could be addressed using automatic labeling, a process 
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known as semi-supervised learning. Semi-supevised 

learning is the third approach after the previous two.In the 

latter, a large number of unlabeled data points are used, 

instead of labelled data points. As such, labelled data points 

can be sparsely present and using those points, labels of the 

unknown instances are automatically generated first, which 

can then be used to train a classifier and evaluate a given 

review[3] 
In other domains, it has been found that using unlabeled 

data in conjunction with a small amount of labeled data can 

considerably improve learner accuracy compared to 

completely supervised methods. a two-view semi-

supervised method for review spam detection was created 

by employing the framework of a co-training algorithm to 

make use of the large amount of unlabeled reviews available. 

The co-training algorithm is a bootstrapping method that 

uses a set of labeled data to incrementally apply labels to 

unlabeled data. It trains 2 classifiers on 2 distinct sets of 

features and adds the instances most confidently labelled by 

each classifier to the training set. [2][3]This effectively 

allows large datasets to be generated and used for 

classification, reducing the demand to manually produce 

labelled training instances. A modified version of the co-

training algorithm that only adds instances that were 

assigned the same label by both classifiers was also 

proposed. Their dataset was generated with the assistance of 

students who manually labelled 6000 reviews collected from 

Epinions.com, 1394 of which were labelled as review spam. 

Four groups of review centric features were created: content, 

sentiment, product and metadata. Another two groups of 

reviewer centric features were created: profile and 

behavioural.[12] 
In order to use the two-view method for adding 

unlabeled instances to the training set, classifiers were 

trained on each set of features such as one with review. 

centric features and another with reviewer centric ones. 

Note that these 2 classifiers are only used to add instances to 

the labeled data and the final classifier is trained using all 

available features, both review centric and reviewer centric. 

Experiments were conducted using Naïve Bayes, [2]Logistic 

Regression and SVM [6]with 10-fold cross validation, and it 

was found that Naïve Bayes was the best performer, so all 

additional work was performed with Naïve Bayes. They 

observed that using the co-training semi-supervised method, 

they were able to obtain an F-Score of .609, which was 

higher than the 0.583 they obtained when not including any 

unlabeled data. Further, it was observed that by using their 

co-training with agreement modification, they were able to 

raise this value to 0.631. While these F-Scores appear low, it 

is hard to compare them with the performance from other 

studies as they used their own dataset. The results do seem 

to indicate that this type of semi-supervised learning may 

indeed help in the area of review spam detection and 

demands further study with additional datasets. 
Ensemble learning algorithms train multiple classifiers 

and then combine their predictions. Since the generalization 

ability of an ensemble classifier can be much better than a 

single learner, the algorithms and applications of ensemble 

learning have been widely studied in recent years. In many 

successful  applications, ensemble learning classifiers 

usually achieve the best performance in the literature[16] 

In this paper, we are going to study several semi-

supervised learning approaches to improve the classication, 

as well as we will identify that how the new dimensions in 

the feature vector that are Parts-of-Speech features, 

Linguistic and Word Count features and Sentimental 

Content features will help us to obtain better results. We 

further study and survey that whether these techniques help 

us in our proposed method of text categorization for 

multiclass and multilabel problem using ensemble method. 

II. POPULAR ML ALGORITHMS 

a. Naïve Bayes Classifier:  It  is  a  supervised  classification  

method developed  using Bayes‟  Theorem of  conditional  

probability  with  a  „Naive‟ assumption  that  every   pair  

of  feature  is  mutually  independent. That  is,  in  simpler  

words,  presence  of  a  feature   is  not effected  by  

presence  of  another  by  any  means.  Irrespective  of  this  

over-simplified  assumption,  NB  classifiers performed 

quite well in many practical situations, like in text 

classification and spam detection. Only a small amount of 

training  data  is  need to  estimate  certain  parameters.  

Beside,  NB  classifiers have  considerably   outperformed  

even highly advanced classification techniques 

b. Support Vector Machine: SVM,  another  supervised  

classification  algorithm  proposed  by  Vapnik  in  1960s  

have  recently   attracted  an  major attention  of  researchers. 

The  simple  geometrical  explanation of  this approach  

involves  determining an  optimal  separating plane  or  

hyper plane that  separates the two  classes  or  clusters  of  

data  points  justly   and is  equidistant  from  both  of  them. 

SVM was defined at  first  for  linear  distribution  of  data  

points.  Later,  the   kernel  function  was  introduced  to  

tackle  nonlinear datas as well.[7][15] 

c. Decision Tree: A classification tree, popularly known as 

decision tree is one of the most successful supervised 

learning algorithm. It constructs  a  graph  or  tree  that  

employs  branching  technique  to  demonstrate  every   

probable result  of  a  decision.  In  a decision  tree 

representation,  every   internal node  tests   a  feature,  each  

branch  corresponds  to  outcome  of  the  parent node and 

every  leaf  finally  assigns the class label. To classify  an 

instance, a top-down approach is applied starting at the root 

of  the  tree.  For  a  certain  feature  or  node,  the  branch 

concurring  to  the  value  of  the  data  point  for  that  

attribute  is considered till a leaf is reached or a label is 

decided[9][15]  

    According to the previous system the comparative results 

of these ML algorithms is as follws. Dataset here is The  

raw  tweets  were  taken  from  Sentiment140  data  set.  

Then  those  are  pre-processed  and  labeled  using  a 

python  program.  Each  of  these  classifier  were  exposed  

to  same  data.  Same  algorithm  of  feature  selection, 

dimensionality  reduction  and  k-fold  validation  were  

employed  in  each  cases.  The  algorithms  were  compared  

based  on the training time, prediction time and accuracy of 

the prediction is as follows in Table1.[15] 
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Algorithm Training 

time(sec.) 

Prediction 

time(sec) 

Accuracy 

Naive bayes 2.708 0.328 0.692 

SVM 
6.485 2.054 0.6565 

Decision Tree 454.609 0.063 0.69 

               Table1: Comparison between ML algorithms 

III. RELATED WORK 

 

Opinions from social media are increasingly used by 

individuals and organizations for making purchase decisions 

and making choices at elections and for marketing and 

product design. Positive opinions often mean profits and 

fames for businesses and individuals, which, unfortunately, 

give strong incentives for people to game the system by 

posting  fake opinions or reviews to promote or to discredit 

some target products, services, organizations, individuals, 

and even ideas without disclosing their true intentions, or 

the person or organization that they are secretly working for. 

Such individuals are called opinion spammers and their 

activities are called opinion spamming,[12] The  key  

challenge  of  opinion  spam  detection  is  that  unlike  other  

forms  of spam, it is very hard, if not impossible, to 

recognize fake opinions by manually reading them, which 

makes it difficult to find opinion spam data to help design 

and evaluate detection algorithms. For other forms of spam, 

one can recognize them fairly easily[1][12] 

Three main types of data have been used for review spam 

detection. 

 

Review content : The actual text content of each review. 

From the content, we can extract linguistic features such as 

word and POS n-grams and other syntactic and semantic 

clues for  deceptions and lies. However, linguistic features 

may not be enough because one can fairly easily craft a fake 

review that is just like a genuine one. For example, one can 

write a fake positive review for a bad restaurant based on his 

true experience in a good restaurant.  

 

Meta-data about the review : The data such as the star rating 

given to each review, user-id of the reviewer, the time when 

the review was posted, the time taken to write the review, 

the host IP address and MAC address of the reviewer ‟s 

computer, the geo-location of the reviewer, and the 

sequence of clicks at the review site. From such data, we 

can mine many types of abnormal behavioural patterns of 

reviewers and their reviews. For example, from review 

ratings, we may find that a reviewer wrote only positive 

reviews for a brand and only negative reviews for a 

competing brand. Along a similar line, if multiple user-ids 

from the same computer posted a number of positive 

reviews about a product, these reviews are suspicious. Also, 

if the positive reviews for a hotel are all from the nearby 

area of the hotel, they are clearly not trustworthy.  

 

Product information : Information about the entity being 

reviewed, e.g., the product description and sales volume 

/rank. For example, a product is not selling well but has 

many positive reviews, which is hard to believe.[10][11] 

                Authors used review and reviewer features to 

design a two-view semi-supervised method, by employing 

the framework of co-training algorithm  to detect spam 

reviews. In this approach, the co-training algorithm uses the 

large amount of unlabeled examples to train the algorithm. 

PU-learning reportedly achieves an F-measure of 83.7% 

with Näive Bayes, using only 100 positive examples. While 

this is better than the findings reported by author, where 

6000 labelled instances and co-training were used, it is 

difficult to make a conclusive statement as both approaches 

use different datasets[1] 

                Positive Unlabeled (PU) learning is another semi-

supervised learning approach , which can be used to build 

an accurate classifier even without having labelled negative 

training examples. Several PU learning techniques have 

been applied successfully in document classification with 

promising results. Hernández et al. first used this technique 

to detect review spam.[2] This technique is applied to this 

algorithm for deceptive review detection using half the 

datasets used here. Although [2] achieved an F-Score of 

0.837 using just 100 positive instances for training, the 

results published did not disclose the accuracy or feature 

characteristics of their methods, which made it difficult to 

compare performance. We remark that both datasets also 

have different sentimental polarities .Their assumption 

regarding continual reining of negative instances over 

iterations will not always hold in practice, as pointed out by 

Li et al. [3].  then showed that PU-LEA identified much 

fewer positive examples from the unlabeled set. In addition, 

the authors attempted to detected review spams in Chinese 

language reviews of restaurants from Dianping.com. In their 

approach, LP (Labelled Positive) was used, also considering 

the fact that unknown set is really an unlabeled set rather 

than the non-fake review set. According to the authors, PU 

learning not only outperforms SVM but also detects a large 

number of potentially fake reviews hidden in the unlabeled 

set. The authors used publicly available PU learning 

system.[3] 

                   Today‟s search engines are seriously threatened 

by malicious web spam that attempts to subvert the unbiased 

searching and ranking services provided by the engines. 

Search engines are today combating web spam with a 

variety of ad hoc, often proprietary techniques. We believe 

that our work is a first attempt at formalizing the problem 

and at introducing a comprehensive solution to assist in the 

detection of web spam. Our experimental results show that 

we can effectively identify a significant number of strongly 

reputable (non-spam) pages. In a search engine, TrustRank 

can be used either separately to filter the index, or in 

combination with PageRank and other metrics to rank 

search results. TrustRank and two baseline strategies, and 

evaluate their performance using our sample X:  The 

baseline precision score for the sample X is 613/(613 + 135) 

= 0.82. (using TrustRank algorithm here the two baseline 

are ignorant trust and PageRank)[4] Challenge for the future 

research are Instead of selecting the entire seed set at once, 

one could  think of an iterative process: after the oracle has 

evaluated some pages, we could reconsider what pages it 

should evaluate next, based on the previous outcome. Such 

issues are a challenge for future research[4]. 

The survey gives various aspects of content-based 

spam on the web using a real-world data set from the MSN 
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Search crawler. author have presented a number of heuristic 

methods for detecting content based spam. Some of their 

spam detection methods are more effective than others, 

however when used in isolation their methods may not 

identify all of the spam pages. For this reason, they 

combined their spam-detection methods to create a highly 

accurate C4.5 classifier. their classifier can correctly 

identify 86.2% of all spam pages, while flagging very few 

legitimate pages as spam. [5] Challenges for future research 

are  Some of the methods for spam detection presented in 

this paper may be easily fooled by spammers. For example, 

their is a section in paper may be fooled by adding frequent 

words to otherwise meaningless content. Although we 

believe that it will be relatively hard for a spam web page to 

fool all of their techniques, we may see some degradation of 

the classification performance over time. To accommodate 

for this we plan to study how we can use natural language 

techniques  to recognize artificially generated text. 

Additionally, the heuristic methods that we presented in this 

paper may very well serve as part of a “multi-layered” spam 

detection system. In the first layer, we can apply the 

computationally cheap methods presented in this paper to 

capture most of the spam. After that, we can apply more 

computationally expensive techniques or link analysis to 

capture the remaining spam pages. Therefore, we plan to 

investigate how we can build and evaluate such a layered 

spam-detection system[5] 

Shojaee et al. [11] proposed a novel method for 

detecting review spam by using Stylometric (Lexical and 

Syntactic) features. (For further details on Stylometric 

featurers). The features in this work are categorized as either 

lexical features or syntactic features. Lexical features are 

character/word based features, while syntactic features 

represent the writing style of the reviewers at the sentence 

level, such as occurrences of punctuations or function words. 

In this work they built SVM and Naïve Bayes classifiers on 

the dataset created by Ott et al. [3] using a hybrid set of both 

the lexical and syntactic features and compared this with 

using either lexical or syntactic features alone. Using 10-

fold cross validation, they observed that the hybrid feature 

set using the SVM learner achieved the highest performance, 

an F-measure of 84 %. Additionally, SVM outperformed 

Naïve Bayes for all sets of features. A potential concern of 

this study is that the model was trained and evaluated on 

synthetic fake reviews. Due to this, it is possible that the 

classifier performance measured is a poor indication of real 

world performance, Also there is no comparison evaluation 

to determine if using these Stylometric features in addition 

to n-gram features enhances classification performance.[17] 

The study describes the use of support vector 

machines (SVM‟s) in classifying e-mail as spam or 

nonspam by comparing it to three other classification 

algorithms: Ripper, Rocchio, and boosting decision trees. 

These four algorithms were tested on two different data sets: 

one data set where the number of feature were constrained 

to the 1000 best features and another data set where the 

dimensionality was over 7000. SVM‟s performed best when 

using binary features. For both data sets, boosting trees and 

SVM‟s had acceptable test performance in terms of 

accuracy and speed. However, SVM‟s had significantly less 

training time[6] Challenges for future research here, it is 

challenging to identify fake opinions, as one may need to 

also understand the context of the postings in order to 

determine whether the particular opinion is deceptive[6] 

               Author proposes that using profile compatibility to 

differentiate genuine and fake product reviews. For each 

product, a collective profile is derived from a separate 

collection of reviews. Such a profile contains a number of 

aspects of the product, together with their descriptions. For a 

given unseen review about the same product, we build a test 

profile using the same approach. We then perform a 

bidirectional alignment between the test and the collective 

profile, to compute a list of aspect-wise compatible features. 

We adopt Ott et al. op spam v1.3 dataset for identifying 

truthful vs. deceptive reviews. We extend the recently 

proposed  N- GRAM+SYN model of Feng et al.  by 

incorporating profile compatibility features, showing such 

an addition significantly improves upon their state-ofart 

classification performance. [7] In the methodology author 

for a fair comparison  consider using unigrams, bigrams, 

and the union of both, and choose the best combination with 

deep syntax features as our baseline system Challenges for 

future research here, Another particularly interesting 

direction is to In future explore on how their C+N- 

GRAM+SYN model performs on identifying fake negative 

reviews, as recently released by author, rather than the 

positive reviews used in this work. While negative opinion 

spam is more hazardous to a brand‟s fame compared to 

positive ones, and thus identifying fake negative reviews 

might be more crucial, one potential difficulty of our 

approach is that genuine extremely negative reviews written 

by renowned reviewers are much more sparse than 

extremely positive ones, especially for famous products, 

such as the most popular Chicago hotels in the op spam v1.3 

dataset.[7] 

                  Experiment is conducted using a large number of 

reviewers  and reviews of manufactured products from 

Amazon.com . A  user study is used to verify whether the 

ranking produced by our  algorithm confirms to people‟s 

perceptions of spammer groups.  Frequent pattern mining 

and ranking: The number of candidate  groups mined in step 

1 was 2,273 with the minimum support of 3.  Each group 

consists of at least two reviewers. SVM rank was then  

applied to produce the final ranking of the candidate 

spammer  groups. This ranked result was employed in  user 

study.  User agreement study: This was conducted using 

three (3) independent human judges. the following three 

types of groups for the user agreement study:  top 100 

groups, middle 100 groups and bottom 100 groups. The 

Cohen‟s  Kappa scores are all above‟ 0.8 „which indicates 

almost perfect agreements[8] 

 

IV. CONCLUSION 

 

The  fore most target  of  ML  researchers  is  to  design  

more  efficient  (in  terms  of  both  time  and  space)and  

practical general  purpose  learning  methods  that  can  

perform  better  over  a  widespread  domain.  In  the  

context  of  ML,  the efficiency  with  which a  method  

utilises  data resources  that is  also  an  important  

performance  paradigm  along  with time and  space  

complexity.   

As the influence of online opinion and reviews on users 

increasing day by day so,the capability to detect deceptive 

https://journalofbigdata.springeropen.com/articles/10.1186/s40537-015-0029-9#CR11
https://journalofbigdata.springeropen.com/articles/10.1186/s40537-015-0029-9#CR3
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online reviews is much necessary than before. In this paper, 

we study different ML algorithms and observe that which 

semi-supervised approach is more accurate in results by 

comparing with several algorithms .we also studied that 

extracting the features from text such as Parts-of-Speech 

features, Linguistic and Word Count features and 

Sentimental Content features give better results in online 

deceptive review detection. The study shows that these 

algorithms also used to solve the multiclass and multilabel 

problem by introducing twin SVM in text categorization.   
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